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XiE S INDOC-SW-Programmer-CN-V1 11 YMEB(E
.3 V1.11
XIS XHEAS A
FRH B/ Misp R A B RSN REF I,
THERRIZHY FETRERE ST R TRRAREARSN, A+
EAKRMHE  2EBTRRRME SR AE RUTIREFFREIRER, EITHIEHRIERE
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Eik)

InPlay Programmer (F7£7F SDK B B=R tools/in_prog/inplay programmer.exe) & PC £
—GUI (BFBFRE) SHEE/RRF TREMGTE, Bid UART SEF InPlay &R 1B MR TE
SHEH. FRARNRES CHINATER, ERCHEUEMSEE, FE 7RO BN SIFEEIR

1%,

THER GUI TEMNFEN, 40 Figure 1 s, ERANEESHEM. SlIID5IE:

1- #EENROEEREEX

2- Efuse FtBEX

3- EINEREX

4- EEEEREFRNMNEBRER FEX
5- ZF7FE3/eFuse EEX

=Y inplay programmer - X
- Download ~Efuse Word 0 (Inplay) Interface
I Bootram [~ Ram Secure [ vart [ Jlink
I Flash [™ vendor Lock
I Ext. Flash e
File: Browse
™ Mo Long Range Port: =
Addr: Download
. I™ NoSOR Baud: =
ize: a0
I No Inplay MAC
I Cust. Trx Serial no
Secure Key I~ sw ™ Halk CPU
Private Key: TVS: (30 us : .
Gen. l— z [ Jae
Load -
Public Key: Efuse Word 16 (Customer) Efuse Word 14 (VBAT) Connect
Auth I— I Cust. Lock Pref, Interface - RTC Calib. Kq0: = Teoete s ]
Save W. To Efuse ™ Jink Disable ™ Enable Ljmnstal [™ Caiibrated bg: Addr:
Secure Signature I Fashenaypt | Interface: Clock: |32768 x| | cap: . T | . |
= R. From Efuse W, To Efuse l— R
File : ﬂ‘ I™ Secure Boot Uartd | Type: [non-njectic =] | | |
s [ [lramseare Efusse Word 15 (Temp.) o
Temp —
— ™ Host Auth, Offset: Bk R
P | | 1| [ E
Save Use: rom EFus: W T '—
Hash (sha 256) N
File: Browse — |
Addr:

Size: Calc. Hash |
File Hash: I
Img. Hash: |

FEEIEOIGENEE

Figure 1 £&0
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1z GUI TEIRH T TaEs/RRREuEETEORERX, a0 Figure 1 FiRmE 1 B, TESHFRR
frEgEEIEO S —F2 UART &80, B—Fh2 J-Link, APALUSERF—FHEO 5B R
poETEL. TEREEOA "UART "EOETERR.

£ UART &I, APHRER PC pYizHER/ B EIEREPIEREEREFEIFRE COM iR
[, &0 Figure 2 Fi7R,

File Action View Help
o= M ED B

v & InPlay-Jason
i Audic inputs and outputs
$ Batteries
& Biometric devices
0 Bluetooth
® Cameras
[ Computer
w Disk drives
[ Display adapters
i Firmware
vy Human Interface Devices
2% Imaging devices
=2 Keyboards

{ I Memory technology devices

@ Mice and other pointing devices

@ Meniters

¥ Network adapters

K7 Other devices

v i@ Ports (COM & LPT)

@ Intel(R) Active Management Technology - SOL (COM3)
ﬁ Standard Serial over Bluetooth link (COM4)

@ Standard Serial over Bluetooth link (COMS)
# USB Serial Port (COME)
— Print queues

= Printers
Figure 2 COM iROZif

SRIGTE GUI THE UART %Diﬁ%ﬂlﬂiﬁﬁﬁﬁﬁ’ﬂ COM im0, FRHZE UART ORGEITURISER (&
B9 115200) , EAREFRSIFE 2M, REFENGEOMREREIG, R “Connect” 1%, &R
&" Connect to target” £ENBEH, ﬁﬂiﬁ&&?ﬁ PC ZIBMREE, R "OK" iz, B S5B1R
RAGZERS.

£ J-Link BT, TEL%IR J-Link B9 Serial no  (FFIS) , SABER J-Link 200, —8%R
SWD (Single Wire Debug) , #Alemid connect, iT5E: J-Link #&x BRTEASIF NEAER.

Efuse THEEHAC B
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K GUI TERH TR eFuse FZif=RECETNREX, 40 Figure 1 iRRiE 2 . #HXIAFFF
ResEsS 7 Figure 3 REEEIEIRRANES, FAF Efuse REBX, 15 EEMREEMHESH
VDDQ ItRiERERISNEB 3.3V DC BBIRIES Efuse FRRAIHEBERIR,

Efuse Bank 0 Word 0 (Inplay)

[~ Vendor Lock Chppinname |  Mux1 |  Mux2 |  Mux3 | Mux4 | Mux5 |
QSPI_D
™ Ext. Flash QsPIt
QSPI_2
[~ Mo Long Range 5P 3
[ NoSDR QSPL_4
QSPLS
[ No Inplay MAC
™ Qspi 3bPin
Efuse Bank 1 Word 0 (Customer) Efuse Bank 0 Word 14 (VBAT)
I cust. Lock rPref. Interface RTC X0 Calib. 1 Kq0: ’7
I Jlink Disable I Enable I nstall [ calbrated ba: J—
I Fiash Enarypt | nterface: Cock: [32768  =|| | cep:
Uart0 - R. From Efuse | W. To Efuse |
I~ Secure Boot Type: ‘non-m]ecti:j |
" Ram Secure Efuse Bank 0 Word 15 (Temp.)
Temp
I Host Auth. Offeats
i Speed: | 2M
2eLcs = R. From Efuse | W. ToEfuse ‘ R. From Efuse | W. To Efuse ‘

Figure 3 Efuse INHEEERX

FF Efuse BeBEXEIEUT:
1) EeEikIn

a. Cust. Lock, AFPELUBTIIETUERRREIIE Efuse BEENS, FEADERN, R
18 Efuse BEE—RMIRFAFME, KT OTP 77fiEsE, MEMEEHET<eNBEE
ENA, —BfFERE, SNRITEBEIRIT Efuse IRREENEHTTAIMBIRIE.

b. Jlink Disable, FFAILUBTILEIIERRRGHTFFINRIET J-Link B Efuse FIFERF 17
fiERRAITNEE. —BfEsE, SNRTTEBIHIEINRAIE Efuse #WMERIFHEX, BITX
IR e

c. Flash Encrypt, HFEFEEINEALNETER, JLABEZEIMEHI TS Flash
Memory F2FFiERINZE. —BFgEE=, T HAY Bootloader 2 BFIEEISLRITRFIE
TREERETER. TR WEMENNAER FEEEXHA Flash Secure EIEES
EJZEN
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2)

3)

4)

d. Secure Boot, FFRILUSEIER LAFREREEMER. —BERRIER, T HAY
Bootloader Bt BN EIFFEFHIEFE R MERIRIE, —BENKTh, FEFFA
AT, R SRS IUINFE X AR R R T E B ERE SR, o
PEERLRIRFRE Efuse FMBEFMERX.

e. Ram Secure, HAFIEENZELNGEITERFE, AJLUBHIEREIEIHITXT Flash
Memory fEFriFfifisRiaNg. —BFsEIE, T RAY Bootloader & B&NfSaILRIER
EIIREERETER. TR SRENAERF TERECEXMAY Ram Secure EIAD
&R,

f. Host Auth, IGEIMERTREFNIHEINE = iRiEss/ RRE R mIZFENURT, EEERE
HARZCRT, © R Bootloader SXI4miEas/IRRAs i TENUR(E, —BEMNT, RiZas
/RREBETEFHA T HER RIS RS BR, TR ARG RIEss /IR REmH T
BRAUES, WMRIE T REEEIRNARIES/ IR R 7 T LA BRI TR THRR.
TR IR ENINEZEIX A EMREC SR, ARRESSERRRE
Efuse ROMSAFIEX, FARRERANETHRIRINIIRIERS/RREP. ST ERMAT
Br RS SR =75 B R NRIERR/ R TR R B iRt T R AmE IR E.

TEE/RREREINEN

Efuse JRRIRERIRE /) UARTO, A BRILUGEEAIRRHZO(ENEIED, flan
UART1 &% SPI, IttRT Enable SEINFEE(ERE, AP FEEFFHIAGS R EVERERO. & SPI &0
fERETIEOR, IERSHSRI TR &K 4MHz, SRERITFHA 2MHz,

RTC %I

NRAF Btk L%=%<E RTC BiREEEIINEEBEIERIRM RTC HHESHRREISH, T
LRI, RTC RIFRRATLAR 32.768KHz Bl 32KHz, FREIREN 32.768KHz, A5 RTC A

IREINPERERMET R, "Type" IEMFEEEE "injection” , BEE “non-injection” ,
XO SERsmm=TIE

FAFPFEESIMBYERIT Bk A9 XO #HT5mNE, EEUS XO BiRiim#ERs, FLUE
I {EREIL T IR EIERFB(EE] Efuse BY XO FFIESEUREX., Bootloader Eafg, WIRN
ZlItt XO SmEFIEFESETA "B BILETiEi Efuse N RIRITER(RIEIH TEIAMER
IE, iFE: WMREAFIEEAREY Efuse g XO BIRRIBE, MEBRBEREMEE Flash Memory
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BHMNERIF AR CIATIE, LIRIAEERE, WA FEEBTEENARERPIEN XO MR {mh

EEE.
WIR Ffuse BBTUAIRFS, B “W. To Efuse” %42, 2Rt Efuse L& SAMIERENE. B

FeLAEE mE "R From Efuse” $ZI[ELE Efuse RUECEISIN, MMHHR Efuse BEEXIHRRTTIR,

ERINEZECE

R GUI TERM T ERINEEEINREX, 40 Figure 1 FHRRME 3 Fir. HIHREREXATLALAR
T ERISEEIS S R PEAEFIRERENINETIRE, R T HFEREMRUSERFINZ2S
sTge. WINEEECEX DAMR: 1) WIAXIERMRR, 2) HFEREmME, U Figure 4 AR,

Secure Key
Private Key:
Gen.
Load
Public Ke
Save | Save Pub. Key To Efuse |

Secure Signature

Img. File : Browse
Img. Size :

Signature: Gen.

Save

Figure 4 $8Um &AL B X

1) TIRRTEERkRR

AR e ET Elliptic-curve Diffie-Hellman (ECDH) &%, AEABRBE4R—XT
REA/FNR. AFRERE "Gen.” 1§, BIOTERAIA/FABXS, AFEILAERERAT" Save Pub.
Key To Efuse” IZEIBEAPIMES N Efuse FRSBTRMERX, {EAXI TEES/RRESSMAIIA
tH. AERAPERLART "Save” HEGHREFR— text 34 (40 Figure 5 ffirw) |, = &£
FEIFARG R E—AR LIS R B R RESFHITER2R0ME, AMREAFEFNARZZSE
BB, FAFFEEBLMIENZERE, TEMESEAA. AR RTLERTXRREZAILEN
#{E, —H Efuse FIPBIEXAY "Host Auth.” E# AL, T HHY Bootloader BEIfEF<BGN
XRTEES/ IR RESMERUAIE (AR AAEEETRREIC H Efuse BURMSAERMRK) |, BYER
B R R/ R RS A LS IE K,
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1y
1/
// Auto generated file, please do not modify

1/
1t

f/@Private key
bfalald421e34afed299d4142a9800379288c468441e343642536FccdB336ac9

//@Public key
69ea74cf61c276734dd59806c6383158c42cc812ec691583F51d8Fdf589dflef981e31bec59fb2f9a8359ffde954c27547094bF48F55dbbob47e94651e3d5easd

|
Figure 5 A%/ R AN A BOCHF

BRtaLUBEd Rt “Load” &, iEERESREFAMESNEFHF =T “"Save Pub. Key To
Efuse” BABEEANRIGH Efuse FATFMEX.

2) HFEREMR

AR 2E T Elliptic Curve Digital Signature Algorithm (ECDSA) #F&ER&&Z,
B ERAFPSHEBEHREFREIHER— MBI FER M. RE "Browse” 1RHE, FGE
REBNBEHEFRENG, XHHNAXNEBHERE "Img. Size” =HE=, AERE "Calc
Hash” &4, SETHREPREIEN Hash B, RERE "Gen.” RBEAITAEREBFEER.
M "Save" IRERILMRFHEFEZ M. TR BFSBERSTESNH/FAAXEKESE
B, APSREER/INE—SIAIE/FE, AEBERSFEEEMSERMFES . F
B, iSRRI A EEHRIRAINRRE Efuse MSBTFMEX,

BB ERE R RN R &

A GUI TEIRHAFER THINAL, W Figure 1 FERFIE 4 Fims. WIHASE B XA SR E
R LRSS i TR TEIRIE. Flash Memory 8/ FE38{EHD 8 Bootram T&;, Bootcfg TEFIFEFE
FRE, BPYRESCETE Bootram #1 Bootcfg BLE{4Z! Flash Memory, SAEATILATE TR
. Flash memory Wit 7R /&N Figure 6 Fis.
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User Application

Figure 6 Flash Memory fiBEl

0X300000

0x303000

0x304000

AP EES %R Bootram &, it "Browse” #%HE, 1%#% Bootram bin {4 (& Bootram
NAHEET SDK 28BS in-dev/bootloader/ram/build/mdk/bootram_gpio1-6.bin) , TH#EiA

HEht—#% 79 300000, EBFBmTEXHAN R "Download” #ZHEFFIA Bootram ST &k, =i
BEFHsE, = NEBTh, 4 Figure 7 frw.

—Download

—Download

¥ Bootram [ Ram Secure
[ Flash Secure

File: | C:\Users'jasonwu\Docur Browse I

[~ Bootram [ Ram Secure
[ Flash Secure

Addr: | 300000

Files | C:\UsersYjasonwu'\Docur Browse |

Download | Addr: I 300000

Size: | 00001000

Download I

Go | Size: | 00001000

Go |

Figure 7 BEiEcBIEF T

TR, THEHERSEEHEE Flash Memory, i “Browse” 1%, EIFRERREEIUY,
IR "Addr" SERERENEFRRENIE, —REERnRI 304000, mdE "Download” &
BITRER X T, SHERRHEE, TR NHEAh, 4 Figure Fis,
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Download Download

| Bootram [ Ram Secure
[ Flash Secure

[ Bootram | Ram Secure
[ Flash Secure

Fie:  [Friworklsrc\co-n2\plesc __ Browse File: |F:\worklsrc\c0-c2\plest  Browse
Addr: |304000 Stop Addr: |304000 Download
size: [Dono774c Go Size: |0000774c Go
(] ]]]

NERRNERERNRRENRANNRNENREENN
Figure 8 MFREF TH

FP R USRI FEEFEI. HEIEE RAM 1% (Ram Secure) # Flash fZ(Flash
Secure), HFEMINES AT AI—FMEDIEANE, BSBEMINE TEITH, BIE TS/ RREEBE MR
ZIa=i@1d Elliptic-curve Diffie-Hellman (ECDH) &EiEaSAERINEMAIE X FEEHAIINETLHE,
FRER TERAIEHEEIEE (I UART) T2Re, BEEATHEINRE. EAINEWBEENSER
1, BPEEMEHTERMBIRE. THEEHRIBEMRGHE, EFHEFY RAM INZH] Flash INE5EE
AR, CRNESHEFSERNEERNEHINZEE.

1) 4% "Ram Secure” , BILACHIEHERFRIIZERIFTNGE. WISRKEE R AERRY AES N# 35|
35 Flash Memory RTEEHIEAFERFSHIT AES I1%E, FRIRAEE Flash BIRRF A B = A IF
SRR, SRININECESS, AP ST “Download” @ THEMEEFRINE TE, W TEHER
BHINE THEIBIRR, FHBILS R RERATREM AES 5|21 /S7FE7E Flash Memory E.

2) @ik "Flash Secure” , AILASEHIEUAFERF—RRINZERIPTORE. RIS EIEHREPRFABEL
INZ5 2837 Flash Memory TR EHFEFF#EITINE, HHIRASEB Flash Memory REVIERTGA
WHE=FIEFEIRG., ERWINEER, P RE "Download” 1ZEHITYEAIZFAIINE TE,

RS TEFERFSHRINE TEEIBiMR, FEE R RERRIFAB RN S | ZEINESTFE7E Flash
Memory L,

=
%5 bootram R~EFZ AN,

==

=H1F7EE/Efuse i£5

K GUI TERRH T —MISE7a3/eFuse IEEINRE, HERPIMFERSF=R8L Efuse i
Sijial, 40 Figure 1 HRIFHE 5 fiow. IHRERDHAR: 1) HFREE, 2) Efuse 5.
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HOHEEES, BPEEMASEFesE, ErTENAESERIE. £ Efuse €5, BRI
LUEIHERIAY Bank, & Bank 3387 16 4> Word, %&=2ERMAY Word f5, BIal#{THEMNANESIRE,

BT
EFS filik SEFEH SEA
V1.0 hR 09/16/2019 | N, Hu
V1.01 AHETELE 04/22/2020 | J. Wu
V1.02 3 Security ZpoiEIA 04/27/2020 | J. Wu
V1.1 EHTERF NE 06/15/2020 | N. Hu
V1.11 4 flash 32/ N &L 07/08/2020 | N. Hu

Byl

InPlay ERDHRA 4 HIRHUYESEREFITREIL. B2, FAMPREERE "R R_HH, MEHEHIRE &
XHNABNEEE, BABITEN. InPlay RUAEHAHREAIEERIERIE. BB, =BT SEMERSEEREETsEE.
MNTREER (BFTTAER) 234, SREER (SERaEER) FAXMhREEMERIIEIERANRATIRE (B0, Bi%
B9, [BMEAY. HERAIECELMBAY) |, BIARIBEMAISEE. InPlay REAEWTSRE CISERHMBFERATREMER, XMttty
EiEmaRT KR iR 7% 888 S5 A4 733
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